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Abstract:

The role of network computing has significantly expanded due to the growth of cloud
computing applications and more recently, cyber physical systems. The later
development almost completely eliminates human interaction. Driverless cars and
algorithmic trading are two examples. Inherent in designing such systems are hardware,
software, and networking errors that result in failures of varying degrees of severity.
The design challenge is to provide incentive to the builders of cyber physical systems to
exert a proper level of effort to manage the failure rate. We outline an approach based
on economic theory that leads to the specifications of a contract between the developer
and end users that aligns the incentives. The resulting contract is contingent on the
timing of the failure and can be solved using computational methods. Generalizations
of this approach can take account of multiple failures and its impact in payments.
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